Identity
& Solutions

Authentic People, Unique IDs.

Your Iris is a Unique Key in the World

We are all familiar with security controls that require a card, Personal |dentification Number (PIN) or password.
These systems are quite common - and all contain an inherent limitation. Each method identifies only the card,
code or password, not the person. Cards, words and numbers can be, and often are, given away, sold, stolen - and
forgotten. Anyone who can key in a code or flash the right I.D. is assumed to have legitimate access.

The Four Principal Forms of Identification / Authentication:

“What you know” - Password and PIN Numbers

“What you have” - Tokens, Physical keys and Smart Cards

“What you do” - Dynamic Biometrics: Voice, Signature etc.

“What you are” - Static Biometrics: Iris, Fingerprint, Face, Hand Geometry etc.

The most effective method of limiting unauthorized access is biometric technology - identification of an individual
by analysis of a physical feature.

What is a Biometric?

Biometric authentication is an automated method whereby an individual's identity is confirmed by examining a
unique physiological trait or behavioral characteristic. A behavioral characteristic such as one's signature, voice or
keystroke dynamics is influenced by both controllable actions and less controllable physiological factors.

Physiological traits are stable physical characteristics such as Iris Patterns, Finger Print, Face and Palm Prints.
Although behavior-based biometrics can be less expensive and less threatening to users physiological traits tend
to offer greater accuracy and security. In any case, both techniques provide a significantly higher level of identification
than passwords or smart cards alone.

The biometric system first captures a sample of the biometric characteristic during the enroliment process. Unique
features are then extracted and converted by the system into mathematical code. The sample is then stored as the
biometric template for the enrollee.

The accuracy and performance of biometric based system is measured by the following criteria:
FAR (False Acceptance Rate), FRR (False Rejection Rate), and FER (Failure to Enroll Rate).

Which Biometric?
Points to remember while choosing a Biometric are:
® Proven Highest Accuracy- FAR/FRR/FER

e Speed and maturity of technology-Ability to handle very large Database
® Should remain stable throughout persons life
® Total cost of ownership
® Manufacturer reputation and 'history’
® How critical is the data or physical location being secured
e Convenient hands free operation
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* For complete Report Please Refer - Biometric Product Testing Final Report (19 March 2001, Center for Mathematics and Scientific Computing,
National Physical Laboratory, UK).







